Dr.Web LiveCD | Windows 8 - Windows 7

Tweet
Dr.Web LiveCD est un disque de secours antivirus qui permet
de nettoyer un systéme infecté.

L’analyse se fait donc sur un Windows non actif, ce qui permet
une neutralisation plus efficace des éléments infectés trouvés,
notamment sur certaines infections coriaces.

Selon le type des infections a traiter, I’'analyse peut étre
extrémement longue (48 h parfois).

Il permet aussi de pouvoir sauvegarder ses données personnelles
si Windows ne démarre plus.
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Télécharger Dr.Web LiveCD (174,53 Mo) et I’enregistrer dans le
dossier Téléchargements (depuis un autre PC fonctionnel si le
systeme ne démarre plus)

&
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drweb-livecd-600
.is0

Graver I'image drweb-livecd-600-iso sur un CD avec ImgBurn
par exemple



ImgBurn, logiciel de gravure de fichier image

Démarrer le PC a désinfecter, sur le lecteur

Démarrer 'ordinateur sur le lecteur CD/DVD

L’écran d’accueil de Dr.Web LiveCD s’affiche.

Sélectionner Dr.Web LiveCD (Default) et valider

Welcone to Dr.Web LiveCD

Dr.Web LiveCD (Default)

Graphic Mode

Automatic boot in 11 seconds...

Lenvironnement du LiveCD se prépare puis charge le systéme.

Patienter le temps de la progression.

Le Bureau du Dr.Web s’affiche.

Si I’option Dr.Web LiveCD (Default) a été sélectionnée, Dr.Web
Control Center s’ouvre directement.



%' Dr.WEB

Defend what you create

| @ior.web Contral €

Si Dr.Web Control Center ne s’est pas directement affiché,
cliquer sur I'icébne Dr.Web Control Center pour I’ouvrir.

1 - Si une connexion internet est active, cliquer sur Update dans
Updater et attendre que la mise a jour de la base de données
virales se termine.

2 — Cliquer sur Switch to dans Scanner
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( Scanner —>
% this section you may starnt scan of the whole system o any of its components for viruses and
wher threars.
i@ Quarantine
‘5 n this section you may review the list of quarantined objects and apply necessary actions to Swirch to 1
5y them.
' Results
Switch to [
N 1 this section you may review statistics on checked objects and detected threats.
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This component Is used for updating virus databases and cther program components on user

demand or according to schedule.

Deux modes d’analyse sont proposés pour sélectionner les
lecteurs a analyser :

¢ Full scan pour une analyse compléete du systeme

e Custom scan pour sélectionner les lecteurs a analyser

Note importante : Sous Windows 7 avec la partition primaire
installée, C correspond a la partition primaire et D correspond a
la partition ou est installé Windows 7.

Cliquer ensuite sur Begin the scan pour lancer I'analyse



Dr.web Control Center foy Linux
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Scan Modes Custom scan
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L’analyse démarre.

Patienter, cela peut prendre plusieurs heures selon la capacité a
analyser.



"Dr.Web Control Center for Linux
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Control Center ‘Scanner Quarantine  Results Tools Help

Scanning - 26 %

]| Ostp || @pavse |
Win/D:/Windows/Check Surjv1.0/window...0.16385_fr-fr_ffa0874676af6515.manifest
~
Scanning duration : 02:01:14
Objects scanned Ll 85217 Threats detecred il 14612 Infected Ll 14612
Unable toscan @11 Threats neutralized &0 Malicious @O
Suspicicus W0
File Details Action Time (4]
N TIYL LUV DU 7 ITTOSILY SR TG e e CvayvavE 1. 1.se
{ win/D:/Use...hicago)wma # infected with Trojan.WMALoader 2011/09/01 19:46:52
{ winD:/User....Spieler.exe ¥ infected with Win32.HLLW.Autoruner.57466 2011/09/01 19:46:53
{ winyD:/User...old TBS.avi ¥ Infected with Trojan.WMALoader 2011/09/01 19:46:53
(4 Mwin/D:/User. .EW] avi.avi ¥ infected with Trejan.WMALoader 2011/09/01 19:46:53
{, winyD:/User...S [eztv].avi # infected with Trojan.WMALoader 2011/09/01 19:46.53
{ win/D:/User.. ktor PLl.avi ¥ infected with Trojan.WMA Loader 2011/09/01 19:46:53
L win/D:/User.. R [eztv]l.avi ¥ infected with Trojan.WMALocader 2011/09/01 19:46:53
4 win/D:/Use.. KickFoot.avi ¥ infected with Trojan.WMALoader i . 2011/09/01 19:46:53
{ win/D:/User...5.0 Mac.exe # infected with Win32.HLLW.Autcruner.57466 e 2011/09/01 19:46.54
(4 win/D:/Use. eamingwma ¥ infected with Trojan.WMALcader TN 20110001 19:46:54
4, win/D:/User... Remix.wma ¥ infected with Trojan.WMALoader 2011/09/01 19:46:54
(4 mwinyD:/User..mittad.wma  # infected with Trojan.WMALocader > 2011/09/01 19:46:54
4 Mwin/D:/User...y Lady.wma # infected with Trojan.WMALoader 2011/09/01 19:46:54 “

|

| New scanning Select objects from the list and apply a relevant action: [ ' Cure 7.

Scanner. threat has been found pwin/D:/Users/chantalll/spkpod/incoming/mo2 - MO2 Featuring Esiney Sexy Lady.wma - infected Trojan.W...

Dr.Web liste les éléments infectieux trouvés.

Les éléments sont a sélectionner en cliquant sur la ligne, puis
cliquer sur Cure (paramétre par défaut) ou faire un clic-droit pour
sélectionner Cure, Move to quarantaine ou Remove



Dr.web Control Center for Linux

Scanning finished
Threats have been detected.

Scanning duration - 10.40:34

Objects scanned 415001 Threats detected i 19516 Infected i 19516
Unable to scan @27 Threats neutralized &0 Malicious WO
Suspicious W0
o)

File Details Action Time —
— JrengaiaRp , et rropar usrus suTvEw
® /mnt/disk/hd . olstice.wma infected with Trojan.WMALcader
. /mnr/disk/hd ty Babe.avl infected with Trojan.WMALocader
@ /mnt/disk/hd icago)wma " infected with Trojan.WMALocader
@ /mnt/disk/hd...old TBS.avi  infected with Trojan.WMALocader
L /mnt/disk/hd . EW] avi.avi infecred with Trojan.WMALcader
O /mnt/disk/hd . S [eztvl.avi infected with Trojan.WMALcader 6
O /mnydisk/hd. ktor PLU.avi infected with Trojan.WMALoader & o 2011/09/02 16:56:13
O /mnt/disk/hd.. R leztv].avi  infected with Trojan.WMALcader S 2011/09/02 16:56:13

# Move to quarantine
L] Jmnt/disk/h  KickFoot.avi infected with Trojan.WMALcader
: # Remove

L aming.wma infecred with Trojan.WMALcader
O /mnydisk/hd.. Remix.wma infected with Trojan.WMALoader AN 2011/09/02 16:56:13
(4 /mnt/disk/hd...mittad.wma ¥ infected with Trojan.WMALoader SN __ U ¥ 2011/09/02 16:56:13
{ /mnt/disk/hd...y Lady.wma # infected with Trojan.WMALoader 2011/09/02 1656:14 |[J°

>

i Select ob, from the || d lev: o ;
mgwscanmng - —. ct objects ist and apply a relevant action |

Scanner. Scanning finished

Pour récupérer le rapport, cliquer sur Export et enregistre-le dans
la partition qui supporte le systeme d’exploitation Windows.

Quitter 'environnement du LiveCD en cliquant sur Shutdown,
puis Eject.

Redémarrer le systéme Windows normalement.

Exemple de rapport :

2011-09-02 08:45:33 PM Scanner Info Scanning
finished

2011-09-02 09:22:51 PM Scanner Info
/mnt/disk/hda2/Users/chantal11/spkpod/Incoming/Kamau
Brathwaite — Xango at the Summer Solstice.wma — cured
2011-09-02 09:22:51 PM Scanner Info



/mnt/disk/hda2/Users/chantal11/spkpod/Incoming/Kandee
Lixxx Busty Booty Babe.avi — cured

2011-09-02 09:22:51 PM Scanner Info
/mnt/disk/hda2/Users/chantal11/spkpod/Incoming/KanderE
bbarr. John Wasson — Cell Block Tango (from Chicago).wma
— cured

2011-09-02 09:22:51 PM Scanner Info
/mnt/disk/hda2/Users/chantal11/spkpod/Incoming/Spartacu
s — Gods of the Arena EP02 (MKV NL ENG Subs) Hornigold
TBS.avi — cured

2011-09-02 09:22:51 PM Scanner Info
/mnt/disk/hda2/Users/chantal11/spkpod/Incoming/Spartacu
s 1x11 La Ferita ITA BDMux XviD-NovaRip[IDN_CREW]
avi.avi — cured

2011-09-02 09:22:51 PM Scanner Info
/mnt/disk/hda2/Users/chantal11/spkpod/Incoming/Spartacu
s Blood and Sand SO1E05 HDTV XviD-SYS [eztv].avi — cured
2011-09-02 09:22:51 PM Scanner Info
/mnt/disk/hda2/Users/chantal11/spkpod/Incoming/Spartacu
s Gods of the Arena EO3 [HDTVRIip.XviD] [Lektor PL].avi -
cured

2011-09-02 09:22:51 PM Scanner Info
/mnt/disk/hda2/Users/chantal11/spkpod/Incoming/Spartacu
s Gods of the Arena Part04 HDTV XviD-FEVER [eztv].avi -
cured

2011-09-02 09:22:51 PM Scanner Info
/mnt/disk/hda2/Users/chantal11/spkpod/Incoming/Spartacu
s Gods of the Arena Part4 SWESUB HDTV XviD-KickFoot.avi
— cured

2011-09-02 09:22:51 PM Scanner Info
/mnt/disk/hda2/Users/chantal11/spkpod/Incoming/Miyuki
Hashimoto — Screaming.wma - cured

2011-09-02 09:22:51 PM Scanner Info
/mnt/disk/hda2/Users/chantal11/spkpod/Incoming/Mizz
Beats Ft Lady Sovereign, Skepta, JME, Ears, J — Adidas



Hoodie Remix.wma — cured

2011-09-02 09:22:51 PM Scanner Info
/win/D:/Users/chantal11/adnat.exe — deleted
2011-09-02 09:22:51 PM Scanner Info
/win/D:/Users/chantal11/bellz.exe — deleted
2011-09-02 09:22:51 PM Scanner Info
/win/D:/Users/chantal11/heucew.exe — deleted
2011-09-02 09:22:51 PM Scanner Info
/win/D:/Users/chantal11/jieaj.exe — deleted
2011-09-02 09:22:51 PM Scanner Info
/win/D:/Users/chantal11/jrup.exe — deleted
2011-09-02 09:22:51 PM Scanner Info
/win/D:/Users/chantal11/Imat.exe — deleted
2011-09-02 09:22:51 PM Scanner Info
/win/D:/Users/chantal11/pakt.exe — deleted
2011-09-02 09:22:51 PM Scanner Info
/win/D:/Users/chantal11/tfox.exe — deleted
2011-09-02 09:22:51 PM Scanner Info
/win/D:/Users/chantal11/tiw.exe — deleted
2011-09-02 09:22:51 PM Scanner Info
/win/D:/Users/chantal11/zeocop.exe — deleted
2011-09-02 09:22:52 PM Scanner Info

/mnt/disk/hda2/Users/chantal11/spkpod/Incoming/Mizz
Nobody — Smittad.wma — cured

2011-09-02 09:22:52 PM Scanner Info
/mnt/disk/hda2/Users/chantal11/spkpod/Incoming/mo2 —
MO2 Featuring Esiney Sexy Lady.wma — cured

2011-09-02 09:22:52 PM Scanner Info
/win/D:/Users/chantal11/Desktop/pubob.exe — deleted
2011-09-02 09:22:52 PM Scanner Info
/win/D:/Users/chantal11/Desktop/poopui.exe — deleted
2011-09-02 09:22:52 PM Scanner Info
/win/D:/Users/chantal11/Desktop/unpacked.exe — deleted
2011-09-02 09:22:52 PM Scanner Info

/win/D:/Users/chantal11/Desktop/hd_media_patch_0.2.4/hd



_media_patch_0.2.4.exe — deleted

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/[britneyweb.pl]
Britney Spears — Circus.wma — removed

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/[britneyweb.pl]
Britney Spears — Shattered Glass (Russ Castella Remix).wma
— removed

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/[BrutalDildos.com
] Alisya (ALISYA AMAZING BIG GAPE!).avi — removed
2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/[china]today —
before ending.wma - removed

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/[Dirty101] Sandy
And Tanner Mayes — Stepmothers Discipline [720p] (2011)
HDTV.avi — removed

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/[DVDRip-XviD-
AC3-ITA] Hereafter [CR-Bt].avi - removed

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/[DVDRip-XviD-
ACS3-ITA] Sono il numero quattro [CR-Bt].avi — removed
2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/[FST-028] Sakura
Ayame - Tokyo College Student Prostitute 07.avi — removed
2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/[HD-
MOVJPG29.14GB] X-ART (FULLSITE COMPLETE
COLLECTION).avi — removed

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/[lam001]
monoman — monomach.wma — removed



2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/[lam001]
rich.vom.dorf - komma.wma - removed

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Dwarf Girl
Fucked With Huge Cock.avi — removed

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Minx attach the
guy to rock and roll lifestyle all sex.avi — removed
2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Miracles — |
Cry.wma - removed

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Miranda —
My18Teens.avi — removed

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Mirei Yokoyama —
Sensitive Wife.avi — removed

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Miri Ben Ari feat.
ZionLennox,PitbullFatman- Mi Ritmo(dj precise remix).wma —
removed

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Miriam Yeung -
Miriam Yeung — Tears In Smile.wma - removed

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Miro, Henri,
1879-1950 ; Miro’ — Christmas EveKiddies’ Patro.wma —
removed

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Biwi Aur Sali XX
Hot Hindi Softcore Movie@Mastitorrents.avi — removed
2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Biz Markie —
Bennie And The Jets.wma - removed



2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Bizarre By Nature
12.avi — removed

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Bizarre Foods
SO06E08 Greece HDTV XviD-MOMENTUM.avi — removed
2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Bizet, George —
Hola! hola! José!l.wma - removed

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Bjork — Dull
Flame of Desire (Mo.wma - removed

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Bjérk — Delcare
Independence.wma - removed

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Bjérk —
Undo.wma - removed

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Bjérn
Rosenstrém — Raggar rock (Remix).wma - removed
2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Ghostbusters —
Theme.wma - removed

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Klubbshakers —
Freestailo 2008 (Re-Make).wma — removed

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Knowing[2009]Dv
Drip[Eng] FXG.avi — removed

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Knugen Faller —
Inte Som Ni.wma - removed

2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Knugen Faller —



Skellefte Stadshotell Brinner.wma — removed
2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Avatar 2009 720p
BRRip Multi-Sub vice (HDScene Release).avi — removed
2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Avenged
Sevenfold — Radiant Eclipse.wma - removed
2011-09-02 10:10:16 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Avenged
Sevenfold - Seize the Day.wma - removed

2011-09-02 10:10:17 PM Scanner Info
/win/D:/Users/chantal11/spkpod/Incoming/Aventura-
Obsecion (eso No Es Amor).wma - removed

Le site de I'éditeur

La documentation compléte (pdf en anglais)



